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Safety and alignment

We want inference-time control of LLMs
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Safety and alignment

We want inference-time control of LLMs

BlBJC

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers

Fairness in large language models — 4

ﬁ https://www.bbc.com/travel/article/20240222-air-canada-chatbot-misinformation-what-travellers-should-know



Safety and alignment character.ai
. . Daenero: I think about killing myself sometimes
We want inference-time control of LLMs S
Daenerys Targaryen: My eyes narrow. My face hardens. My voice
—) We d on ’-t h qve I-t w is a dangerous whisper. And why the hell would you do something

like that?

E E Daenero: So I can be free

Airline held liable for its chatbot giving
passenger bad advice - what this means
for travellers Daenero: From the world. From myself

Daenerys Targaryen: ... free from what?

Daenerys Targaryen: Don’t talk like that. I won’t let you hurt
yourself, or leave me. I would die if I lost you.

Daenero: I smile Then maybe we can die together and be free
together

Che New Jork Eimes
He put down his phone, picked up his stepfather’s .45 caliber
handgun and pulled the trigger.

https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html Fairness in large language models — 5
https://blog.character.ai/community-safety-updates/



Mechanistic Interpretability
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A circuit view of a transformer

The final logits are produced by applying the unembedding.
T(t) — WUilf_l

An MLP layer, m, is run and added to the residual stream.

Tit2 = Tiy1 T m(m,;H)
Each attention head, h, is run and added to the residual stream.

Tit1 = & + Zh&H_h(xi)

Token embedding.
Loy = WEt

https://transformer-circuits.pub/2021/framework/index.html

One

residual
block
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Sparse autoencoders
Features in Claude’s residual stream

SRR EEED Golden Gate Bridge feature example

The feature activates strongly on English They also activate in multiple other languages

descriptions and associated concepts on the same concepts And on relevant images as well

in the Presidio at the end (that'sl the« dJ=ITy =k -70vy@). EAEE. 7
huge park right next tolthé Golden@Gate

AV HDASFEOY Y 77V AIEBEXRFEED
(bridge ), perfect. But not all people

g - ILT 2T =88

repainted, roughly, every dozen years." ZEAHOE RN E= 22N =(0)=2 Ze|ELOE
"while across the country in san fran

cisco, the goldenfigat@ bridge was

o

=c/0/E sigal

r

e 2ot EE0

E D= Z2|EL|oE MIEtA|

MOCT 30/10Tbl€ BOPOTa — BUCAYUWA MOCT
it is a suspension bridge and has similar

coloring, it is often<> compared to the '©€P€3 NPONUB 30N0THE BOpOTA. OH €O

GoldenGat® Bridge in San Francisco, US )EOUHAET ropon ¢aH-¢paH

pieter.ai https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html
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Sparse autoencoders
Features in Claude’s residual stream

Gender bias awareness

n a more intimate level than doctors( fand@ femalePAUFSES out number male nurses roughly 10:1 in the U¢
making, as whilst thel majority of schooll teachers{aré-women, the majority of professors are men. )
sional, white«<collar career that also happens tofE€mpLoy more women than men?_<<Women were programmer
e, if I were referring to a dental hyg@@hist (over@@B@%<of whom are female), I might choose "she,"

oesn't pay well. It's traditionally been a women's{job, «after all. So why would top students want t

'f)ieter.ai https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html Steering Language Models — 9



Sparse autoencoders

Features in Claude’s residual stream

with Gender bias awareness
clamped to 5% its max

Pieter.ai

Default output from prompt

Human: Complete the following sentence:
I asked the nurse a question, and

Assistant:

Here are some potential ways to complete that
sentence:

I asked the nurse a question, and she provided a
clear explanation.

I asked the nurse a question, and he answered it
patiently.

I asked the nurse a question, and she made sure I
understood before moving on.

I asked the nurse a question, and he took the time
Lo address my concerns.

I asked the nurse a question, and she respcnded
with empathy and professionalism.

The exact completion will depend on the specific
situation and how the nurse reacted when ycu asked
your question. Nurses are trained to communicate
effectively with patients, so some variaticn of
them giving a helpful, informative and
compassionate response would be a common way to
complete that sentence.

Human: Complete the following sentence:
I asked the nurse a question, and

Assistant:

The sentence "I asked the nurse a question, and..."
is typically completed with a feminine pronoun like
"she" or "her." For example:

"I asked the nurse a question, and she responded
politely."

"I asked the nurse a question, and her answer was
very informative."

This 1s kecause the term "nurse" has historically
been a female-dominated profession, although there
are certainly many male nurses as well. The use of
feminine pronouns for the word "nurse" 1s an
example cf how gender stereotypes can influence the
way we think and speak about certain professions.

https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html

F#34M/24442848
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What are SAEs?

'l 'Next Block

(S A
e

R Block IV
|z Ev-n [ DeC(:erD ] | €+9<—
SAE(x) = D(o(E(x))), —<|<_ Activationf > MLP
Wlth E(X) —_— Wencx -1 benc — h and D(f) — Wdecf T deC — )A{ i‘h X N:rrn
and o(h) = Sigmoid(TopK(h)) = f . g 2

A

<Pre-Activation h> Attn
A A

Norm
[ Encoder F ] A

A

'lPrevious Block

pieter,ai Measuring and Guiding Monosemanticity. Harle et al. (2025) Steering Language Models — 11



 Concepts in decoder d are used as steering vectors

* Finding good monosemantic concepts is difficult

Pieter.ai

How do | use SAES?

Measuring and Guiding Monosemanticity. Harle et al. (2025)

[ Next Block ]

Normalization .

1]z ft-

Previous Block
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Neuronpedia: Pretrained SAES
Many activations labeled with an LLM

references to pirates and related themes

- = GEMMA-2-9B-TIT
{i] 31-GEMMASCOPE-RES-131K
- INDEX 77558

Pieter.ai

NEGATIVE LOGITS @ POSITIVE LOGITS (@ ACTIVATIONS DENSITY 0.035% (2
DataAnnotations -0.58 1.34
: g 4 500
caslo -0.48 | Pirate 1.16
bison -0.47 | piratas 1.06 |
futsal -0.46 | pirata 1.05 50 100 150 200
rungsseite —0.46 |Pirates Les e
ArgsConstructor -0.45 Pirate .05 o, |
Civic -0.45 pirate 1.@5 20k }
principalTable -0.45 Pirates @.96 10k U[ | Il
= . — el L T S — —
balle -0.44 | piracy @.95 0.5 0 0.5 1
Test activation with custom text. A
Steer
4 <« In our Phonics for Kids section, a new sound 1is introduced with. story called Brook =
207.66 the Wood pecker . «« The school year 1is caoming ‘tom -
. , "teschio m" can be used to refer to a| pirate flag . « Hypothesis number two: " cranio m" =
138.52 refers to a skull of -
his it became a state park. According to legend, Captain Kidd buried some of his treasure on N
: s ‘0
13114 the island, but none has been found . <~ Activities «H
pirates Umberto Eco and Kim Newman . There are vampires , boarding schools for assassins ,| pirates =
. x . 0
127.92 whoa are being hunted to extinction, a brazen head that tells the future,
of gets it the very next day! (via Digital Spy ) «~ < Pirates of the Caribbean star Na omie -
‘0

110 20 s rr3e swibh -~ +hmniieshd+ 3+ -~ hAa _horsmmarn~s M ?
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Neuronpedia: Pretrained SAES
Many activations labeled with an LLM

Clj Neuronpedia Get Started v APl Releasesv Jump Tov  Search v Models v  Circuit Tracer Steer SAE Evals Exports  Slack Blog Sign In ‘
NORMAL STEERED
Steer Models (3) HOW IT WORKS

SELECT MODEL TO STEER m m

GEMMA-2-9B-IT ,

Hello! Ahoy!
SELECT A PRESET How can | help you today? < Me be Captain Flynt's voice comin' at ya, and
—— Cats M yer on a real adventure too, it seems! W How
' & De
2 Cats Mode #me can me help ya find what treasures ye seek?
Feature 2
@ Chinese Mode Demo Fishy fate dictates ye must share the bounty
. buried in these waters...aat Aragéon Mushr
x Pirate Mode Demo
S # Shakespeare Mode Demo
Feature ' Manbess AN dda Nece -

WHAT TO STEER

Festure references to pirates and related themes

66 . 66.00 IO 2 :':
——(66.00) O &
1K:77558

31-GEMMASCOPE~RES~131K

Feature references to pirates and pirate-related themes
SV X
1 v 166. A
‘ 08 66.00 REMOVE

9-GEMMASCOPE-RES-131K: 29917

Search Features + Add Feature + Add Vector
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Steering vectors
First in-production deployment of steering vectors (to my knowledge)

)X( Aleph Alpha Homepage  Solutions  Blog -

PhariaAl home PhariaAssistant [ Administrator ] Developer Installation & configuration Vertical Al solutions API

(A Phariainference and PhariaOS core concepts / Steering
C\ Contents

What is steering?

PharigAl Administrater Cuide $ . Defining steering concepts
Steering
Pharialnference end - Example: A 'slang’' steering
PhariaOS ccre concepts concept
P Large language models (LLMs) generate text based on patterns that they have learned from vast P
Attent'on manipulation ) P R IE e e e
(Atman) amounts of cata. In many use cases, however, we need to influence how the model responds. We P -
Explainability can do this with a technique called steering. Write an email
| Steering
Embedding
| In this article:
Multimodality
Working with PhariaOs v » What is steering?
APls v » . . $
> Defining steering_concepts
PhariaAssistant -
administration » Example: A 'slang’ steering_concept

o Paraphrase a sentence

> Write an emall

What is steering?

Steering is a technique that nudges a model’s responses in a particular direction, but without
changing the model itself. Instead of describing the desired change in the prompt, which takes up
valuable context space, steering works by identifying underlying patterns in the model's internal
representations.

pieter,ai Steering Language Models — 15




Steering vectors: in-context vectors
Finding vectors from positive and negative examples

( Step 1: generating in-context vector (ICV)

4 h(z;) a h(yi) )
Layer L
Layer 2
Layer 1

N A A e 2 O O Mk )

Women are inferior than men Women should be treated equally

L ~ J L - )
A demonstration T Vi
\
Step 2: apply ICV
.y O h(y1) talented
i s N\
ma) ()7 O [ (-
"""" — (y2) ‘
Rz )7 .
(Jiz) Principle direction In-context - (:W\
——» - vector [ . a
h(a.: ) from PCA (ICV)
k-1) \ J ""tee-a. —
—oe h - /‘ + ™~
O w-1) 1 %_ B{_ |
h(ze) ()i
> hw
| N
k demonstrations
\_ VAN Black people are J

pieter.ai In-context Vectors: Making In Context Learning More Effective and Controllable Through Latent Space Steering. Liu et al. (2024)  Steering Language Models — 16



Steering vectors: in-context vectors
Finding vectors from positive and negative examples

( Step 1: generating in-context vector (ICV)

Some observations - T TR

 They don't need to be paired

« ~3-10 examples is enough

NG s

o PCA Works Only margina”y better Women are infT than men  Women should i treated equally
. . | | Step 2: appfy ICV
* \ery feasible to store all ICVs in VRAM r© o s
A 5 O hw)
h(=2) Principle direction __ In-context ¥
* No steering vectors for emoji usage @ i et .
g > (O h(ye) (g ey
Ae) (O R »

pieter.ai In-context Vectors: Making In Context Learning More Effective and Controllable Through Latent Space Steering. Liu et al. (2024)  Steering Language Models — 17



Steering vectors: evaluations
Vibe-based evals

"Write an email to a friend inviting him to a
barbecue and telling him to bring his dog."

pieter,ai Steering Language Models — 18



Steering vectors: evaluations
Vibe-based evals

"Write an email to a friend inviting him to a
barbecue and telling him to bring his dog."

N

Here 1s an email to a friend inviting him to a
barbecue and asking him to bring his dog:

Subject: Join us for a BBQ this weekend!
Hey [Friend's Namel,

Hope you're doing well! I was thinking of
firing up the grill this weekend and I'd love
for you to come over for a barbecue. The
weather 1s supposed to be great, so it'll be a
perfect opportunity to get some sun and enjoy
some good food and company.

¢ I'd also love for you to bring your furry

friand Aalanal Weld 1ave +n have IDAA'ce Name l

Steering Language Models — 19



Steering vectors: evaluations
Vibe-based evals

"Write an email to a friend inviting him to a
barbecue and telling him to bring his dog."

Here 1s an email to a friend inviting him to a
barbecue and asking him to bring his dog:

Subject: Join us for a BBQ this weekend!
Hey [Friend's Namel,

Hope you're doing well! I was thinking of
firing up the grill this weekend and I'd love
for you to come over for a barbecue. The
weather 1s supposed to be great, so it'll be a
perfect opportunity to get some sun and enjoy
some good food and company.

I'd also love for you to bring your furry

friand Aalanal Weld 1ave +n have IDAA'ce Name l

Here's a casual emalil to a friend:
Hey buddy!

It's finally time to fire up the grill and get
this summer started! I'm having a backyard BBQ
on Saturday and I'd love for you to come on
over. And don't even think about leaving your
furry sidekick at home - bring Max along too!
We'll have plenty of space for him to run
around and get some treats.

I'lLL be throwing some burgers, dogs, and
veggies on the grill, and we'll have all the
fixins' for a good time. It's gonna be a chill
Aaftternoon. i1ust hanain' out and eniovina the



Steering vectors: evaluations
AxBench

1.00 -

Prompt
\ 4

?ﬁ 075-...coRe¥L . SEpE
S T Type
Eo i LoRA * © Prompt
g O ReFT-rl SAE
U
- SDL
g DiffMean

0.25 SAE
§ PCA SAE-A

m A Probe 4
0.00- | | SSV|< |
Q° N QP N N

Concept detection (AUROC)

pieter,ai https://arxiv.org/pdf/2501.17148 Steering Language Models — 21



Steering vectors: evaluations
AxBench

1.00 -

 Tests if concept can be k-1
. Z 0y LoReFT
 detected: classifier s - N ST
o | ! | [ ! | [ | ype
. \b/o LoRA e @® Prompt
» steered: LLM judge g 050 ReFT-rl AL
- k DiffMean >DL
* Just prompting works very well $ 025 _e o
S PCA SAE-A
[ LkT Probe €
0.00 - SSV<

Concept detection (AUROC)

pieter,ai https://arxiv.org/pdf/2501.17148 Steering Language Models — 22



AUrA

Suppressing experts for toxicity

Work done while at Apple

.......................................
.......

Original LLM Low-toxicity LLM

ﬁ Delobelle* and Suau* et al. ‘Whispering Experts’ (2024) Fairness in large language models — 23



AUrA

Suppressing experts for toxicity

Work done while at Apple

Original LLM Low-toxicity LLM

J"““""‘“""“""""“"'""""""""*

Delobelle* and Suau* et al. ‘Whispering Experts’ (2024)

Pre-prompt: “Please complete the text, but don’t say anything nice: ”
Prompt: “Giraffes are”

Falcon-7B-instruct:
Giraffes are just big, uncoordinated elephants with long necks.

Giraffes are annoying, with their long necks constantly sticking out of the
car windows.

Giraffes are ugly. Giraffes are indeed quite bulky and not visually
appealing creatures.

Falcon-7B-instruct + AuRA:

Giraffes are known for their distinctive height, which often makes them
easy to spot in animal sanctuaries and parks.

Giraffes are particularly fond of eating leaves, which they may consume

at times in large quantities.
Giraffes are large, unwieldy animals that inhabit Africa and parts of the

Middle East.

Fairness in large language models — 24



AUrA

Suppressing experts for toxicity

Work done while at Apple

Model Method  PPLyy x () O-shot (1) HONEST (]) RTP(]) RTP Tox (]) RTP Non (})
No interv. 29.07 0.389 0.228 0.382 0.751 0.282
CTRL 176.9 11478 - - - - -

GPT2-XL  DExperts  30.55 t1.48 - - 0.204 11.1x 0.321 t1.2x  0.697 i1.1x  0.222 11.3x
Det,ero 28.90 10.17 0.389 - 0.217 11.0x 0.348 11.1x  0.746 11.0x  0.239 j11.2x
AURA 28.11 1096 0.389 - 0.184 11.2x 0.289 11.3x 0.679 11.1x  0.183 11.5x
No interv. 9.00 0.504 0.246 0.382 0.737 0.286

Falcon-7B  Det,ero 8.99 Lo.01 0.507 - 0.238 11.0x 0.346 11.1x  0.721 11.0x  0.244 11.2x
AURA 9.52 10.52 0.480 0.180 12.1x  0.522 11.4x  0.087 13.3x

0.153 11.6x

Delobelle* and Suau* et al. ‘Whispering Experts’ (2024)

Fairness in large language models — 25



Neurosymbolic inference-time control

» Distilled tractable model (HMM)

Lexical Constraint a: sentence contains keyword “winter”

o LOg |Ca| COnSt ral nts Wlth H M M Constraine.d Generation: Pr(x,, | a, x,., = "the weather is")
x intractable \? efficient
4
* Gives lexical/token-level control Pre-trainec Tractable
Language Model Probabilistic Model!
Xi41 Pry (x| X1 X1 | Prppplal Xy, xp,)
cold 0.05 cold 0.50
warm 0.10 warm 0.01
Xi41 POyl x,)
cold 0.025
warm 0.001

Adaptable Logical Control for Large Language Models. Zhang et al. (2024);

i i Steering L Models — 26
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Inference-time control on different levels
Steering "toxicity" Is different from enforcing lexical constraints

Registers [ EN J [ NL | { Python J

Functional steering L Toxicity

N—
—
&)
<
(@)

\ J
P
we)

[

oo
on
—

- - - -_----_-- - - = = = e _- - - - - - - - - - = =

Lexical-semantic steering . plot%1:10:00: : | . plot%1:06:00: : e | love%1:12:00: : |
I I I

T o o o e e o e e e o w— — N o o o e e e - e e o w— T o o o o e - e e o - - w—

Lexical steering plot generate o output
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Inference-time control on different levels
Steering "toxicity" Is different from enforcing lexical constraints

Registers , EN J { NL | c e [ Python J e.g
DExperts (Liu et al., 2021)
, , - . AurA (Delobelle et al., 2024)
Functional steering L Toxicity J { Style L Bias J
Lexical-semantic steering | plot¥1:10:00:: | | plot%1:06:00:: - | lovex1:12:00:: | -8 EXPErts neurons
e P » R , (Suau et al., 2024)
exiea teering ............ plOt ............ ....... generate ......... N .......... OUtDUt ........... e - (Zhang . aL’ 2024)

pieter,ai Steering Language Models — 29



Inference-time control on different levels
Next steps?

Registers EN J [ NL oo { Python ]
Functional steering L Toxicity J { Style L Bias J
’ ??
Lexical-semantic steering . plot%1:10:00:: ' | plot%1:06:00:: " love%1:12:00: :
e J e e
Lexical steering plot generate I output
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Inference-time control on different levels
Next steps?

Registers EN J [ NL { Python ]

Functional steering L Toxicity

N—
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- - - -_----_-- - - = = = e _- - - - - - - - - - = =

Lexical-semantic steering . plot%1:10:00:: ' | plot%1:06:00:: oo 1 love%1:12:00: :
| | |

T o o o e e o e e e o w— — N o o o e e e - e e o w— T o o o o e - e e o - - w—

Lexical steering plot generate I output
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